from: Kendall A George (via Google Drive)

e Look for odd or unexpected
language an formatting.

e Check the sender address. Is
this the correct address and
domain name?
e Scammers will impersonate a
supervisor or campus leader to
create a sense of urgency.

e Use the pull down to inspect —
the sender address.
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1 Drive Alerts <drive_alerts@shared-document.com>
o: no_reply@shared-document.com

Kendall George <kgeorge@stolaf.edu>
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St. Olaf College has a document for your review
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e If a message seems off, there
is probably a reason.

e Are you expecting this kind of
message from this sender?

e Confirm a message is
legitimate by contacting the

TO CATCH A PHISH

Roberta Lembke has shared the following PDF:

Google Drive: Have all your files within reach from any device
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Google

sender using a known-good
email address or phone
number.

Here’s an example of a genuine Google drive sharing notification for comparison. You can see
that the phish superficially resembles a genuine sharing notification. Our simulation was
specifically constructed not to be identical to a genuine sharing notification. Scammers will try to

make these look as similar as possible.

® [ ] Item shared with you: "sample_document.pdf" - kgeorge@carleton.edu - Carleton College Mail
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i Hiarl S endall A George shared an item
<kgeorge @stolaf.edu>
0: kgeorge@carleton.edu 2

Oct 19, 2022, 11:50 AM { Kendall A George (kgeorge @stolaf.edu) has shared the following
;t: ltem shared with you: item:
"sample_document.pdf"

doclist.bounces.google.com
google.com B8 sample_document.pdf

& Standard encryption (TLS) Learn
more

Important according to Google magic. ~

(1) Kendall A George is outside your organization. \

Google LLC, 1600 Amphitheatre Parkway, Mountain View, CA 94043, USA
You have received this email because kgeorge@stolaf.edu shared a file or Google Workspace
folder located in Google Drive with you.

With a genuine Google
Drive notification, the
display name and
reply-to address will be
the real user’s name
and email address.

Is this the correct
address? Scammers
will sometimes use an
address that will make
you think that maybe
the sender used their
personal account by
accident.

Google will try to help
you out with warnings
like this one.




